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Technologies for ad-hoc collaboration 

Grids

!  Stable collaboration in 
community based 
“virtual organizations” 

!  High administrative 
overhead in supporting 
direct user-to-user 
communication 

!  Secure services for 
job submission and 
interactive execution 

P2P

Ad-hoc 
collaboration

!  Little incentive of 
cooperation 

!  Decentralized 
control for direct 

user communication 
and ad-hoc sharing 

groups. 
!  Non-secure data 

sharing and data 
exchanging 

 

Pooling and coordinated use of distributed  
resources for collaborations 
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Characteristics of ad-hoc collaboration 

!  Ad-hoc collaboration is a newly emerged 
environment for distributed communities 
–  Highly dynamic and distributed 

–  Collaboration is triggered at any point and by ad-
hoc events 

–  Loosely established collaboration relationships 
among strangers 

–  No pre-established infrastructure and trust base 
available for information sharing 
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Problem statement 

!  Information sharing in ad-hoc collaboration is 
always conditional, and needs to be highly 
controlled. 

!  Approaches  
– Secure sharing in Grids and Cloud 

•  Effective access control framework [1] 
•  Dynamic Audit Services [2] 

– Policy analysis for assurance  [3] [4] 
– Risk-aware network assurance [5] 
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Problem statement 

!  Information sharing in ad-hoc collaboration is 
always conditional, and needs to be highly 
controlled. 
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Environment / Domain

Access Control Model

Policy specification and 
enforcement

System Architecture

Implementation through 
Mechanisms

Access Control Requirements
What

How

March 2, 2012 The Laboratory of Information Integration, Security and Privacy Slide 7 

Systematic research approach 

Implementation through 
Mechanisms
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Col 

Col Col Col 

Col Col 

Col Col ColDD

ID

Col ColCol Col

DD DD DDCol Col

Re-dissemination 

!  Access management requirements: 
–  The originator needs an effective way to define the virtual 

collaborative sharing domain and authorize the unknown 
collaborators inside the domain 

–  Access control should guarantee the sharing occurs within 
the originator’s collaborative sharing domain, and sharing 
behaviors must be well regulated 

Initial dissemination 

Virtual 
Collaborative 

sharing domain 
 

Col Col 

Col 

Col Col Col 

Col Col ColDD DD

Access Control Requirements 
-- Information sharing flow 



              ARIZONA STATE UNIVERSITY 

Individual 
participant level
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R1

R2 R3

R4

Participant 
abstraction 

via role

Role-based approach (RAMARS) 

Virtual 
Collaborative 

sharing domain 

originator 

Unknown collaborators 
across domains 

? 

DD

CC

PC

OR

O3

O2O1 O4

O5Organizational 
level

Organizational level 
 

Individual collaborator 
level 

Participant 
abstraction via role 

Normative 
collaborative sharing 

role 
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Trusted attribute-based role assignment 

Individual participant 
level

R1

R2 R3

R4
Abstraction via role

O3

O2O1 O4

O5
Organizational level

DD

CC

Normative Collaboration 
Sharing role

PC

OR

" affiliation=O2 
" membership=SEFCOM 

affiliation=O2 
Membership=SEFCOM ? 
Trust 

Evaluation 
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Trust evaluation 

!  Observations:  
–  Attributes are asserted by multiple authorities 

•  e.g. “name=John” through org card, Gov card, and so on 
–  Attribute assertion can be achieved through a chain of 

delegation. 
•  e.g. ASU# Registrar # “name=John” 

!  Affecting factors for trust evaluation: 
–  Credential authority 
–  Number of supportive credentials 
–  Depth of delegation chain 

!  Trust level is introduced to measure the degree of 
trust 

!  Only attributes that achieve the required level of 
trust are promoted to the role assignment 
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Policy Specification 

<Policy> 

<Target>

<Rule> Permit

   

<PolicyIssuer> CN=ABC...

Delegated resource: affiliation = ABC

Delegate: CN=AdminiStaff...

<Condition> 
    current-date <= 12/31/2007
    current-date >= 1/1/2007    
    max_dlgt_depth = 1

DLGT Policy
(ABC ! AdminiStaff)

<Policy>

<Target>

<Rule> Permit
   

<PolicyIssuer> CN=AdminiStaff...

Subject: subject-id = CN=Dave...

Resource:  affiliation = ABC

<Condition> 
     current-date <= 12/31/2007
     current-date >= 1/1/2007

ATTR Policy 
(assert affiliation)

ABC ! AdminiStaff ! Dave (affiliation=ABC)
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Policy 
categorization

ATTR & DLGT Policy 
evaluation and 

deduction

TAP.TL Policy 
evaluation

TAP.TD Policy 
evaluation

RAPS Policy 
evaluation

Realization in XACML

RMPS, RPS, and 
CPS Policy 
evaluation
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Policy evaluation 

Credential 
categorization

Credentials are categorized with same 
asserted attributes

Pre-processing

Assertion paths 
validation

CREDPolicy

valid aps

Trust level 
assessment TAP.TL

tl

Trust decision 
making

TAP.TD

Trusted attributes

Role 
assignment RAPS

Trusted attribute-based 
role assignment

Assigned roles

Trust evaluation

Authorization RPS,CPS
Authorization 

evaluation

grant/deny

Policy retrieval and 
processing module 

Policy evaluation module 
• Trust evaluation 
• Role-assignment 

evaluation 
• Authorization evaluation 

Decision enforcement  
module 
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Enforcement system architecture 
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Ramars PDP

ROA 
LDAP

XACML request + 
RMPS + CRED

PEP Resource

Trust Eval 
Engine

Role 
Engine

AuthZ 
Engine

Context Handler retrieve ROA policies

CRED +TAP

trusted attrs trusted attrs 
+ RAPS

roles access request + 
roles + RMPS+ 

RPS+CPS

Permit/Deny

XACML 
response
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RAMARS system architecture cont’d  

PEP resourcerequester

PDP Policy Editor

User domain Authorization 
domain

Administration 
domain

Originators

AA

RMPS

ROA
edit

edit

uses

LDAP

access request + 
CRED

retrieve 
attribute 
CRED

Internet

XACML decision 
request + RMPS 

+ CRED

XACML decision

pull

decision 
enforcement
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Environment / Domain

Access Control Model

Policy specification and 
enforcement

System Architecture

Implementation through 
Mechanisms

Access Control Requirements
What

How

March 2, 2012 The Laboratory of Information Integration, Security and Privacy Slide 16 

Systematic research approach 

Implementation through 
Mechanisms

P2P

Grids

Healthcare? 
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LDAP

Policy Store

Policy Engine

Originator

AC Engine
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RAMARS in P2P – ShareEnabler system 

Collaborative 
Sharing Group

`
SE Agent 3

`
SE Agent 4

1'

1'

`
SE Agent 5

1'

Executive Services

RAMARS AuthZ / Enforcement

Executive Services

TLS/TCP

Data Management Service

PEP

Search 
Service

Download 
Service

1. start new search 
+ choose 

credentials 2. invoke

3. create file 
query msg

4. send file 
query message 

6. receive 
response 

ShareEnabler Agent 1

User

5. broadcast file 
query message 7. notice 

8. show search results

RAMARS AuthZ / Enforcement

1'. receive file query 

2. invoke 

5.invoke

3. look up 

6. query for access decision 
+ requester’s credentials

7. retrieve ROA policies

8. parse and 
evaluate policies

9. access 
decision10. enforce 

the decision

11.  response

12. response

13. send response 
back to requester 

ShareEnabler Agent 2

(Requester)

(Responder)

Share Service

Metadata Sharing 
Service

Data Sharing 
Service
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Search 
Service

Download 
Service

Share Service

Metadata Sharing 
Service

Data Sharing 
Service
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resource list
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GUI

TLS/TCP

SGL/IG

GUI

PEP

RAMARS

RAMARS

GUI Search 
Service

SGL/IG

TLS/TCP

SGL/IG

Metadata Sharing 
Service

Data Management Service

PEP RAMARS

TLS/TCP
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RAMARS in P2P -- implementation 
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Data attributes 

X.509  
Attribute Certificate 
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RAMARS in P2P – Experiment 1 credential increase 

!  Increase in the number 
of credentials would 
affect the performance 
of trust evaluation 

!  Improvement 1 – 
credential indexing 
–  Implement a map-based 

indexing mechanism to 
improve the trust 
evaluation performance 
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RAMARS in P2P – Experiment 2 role and attribute increase 

!  Increase in the number 
of attributes and roles 
would affect the role 
assignment and 
authorization evaluation 

!  Improvement 2 – bitmap 
policy indexing 
–  Using bitmap and bit-wise 

comparison to expedite 
the role assignment 
evaluation 
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RAMARS in P2P – Experiment 3 overhead measurement 

!  Measure the overhead introduced by 
RAMARS authorization to scientific P2P data 
sharing 
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RAMARS in Grids 

!  Grid computing is a more structured and 
comprehensive collaborative sharing 
infrastructure 

!  Challenges  
–  Service-oriented trend and Grid authorization 

service 
–  Attributes from physical and virtual authorities 

•  Push vs. Pull 
–  Service-level control and data level control 
–  Interoperability with various Grids standards and 

services 
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RAMARS in Grids – RamarsAuthZ service 
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LDAPShibboleth AA

Policy Stores

DRS 
Service

`

Grid Client

Globus Container
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Authentication
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Data resource

LDAP

Shibboleth AA

Policy Stores

Attribute Providers

Replica Location 
Service

`

Grid Client

RamarsAuthz 

GT4 container

GT4 container

Reliable File Transfer

GridFTP

DRS

Index

Data catalogRamars 
Adaptor

Gene-sequence -- gsiftp://abc.com/gene-seq.tar
Attribute: originator=!
Attribute: policy_location=ldap://!

AuthZMethod = RamarsAdaptor
Parameter: originator=!
Parameter: policy_location=ldap://!

1

2. SAML service level authz 
exchange

Request + 
Proxy Certificate (w/ AA 
location as extension)

SAML attribute msg 
exchange

Policy retrieval

3 3

4. SAML data level authz 
exchange

5

7
6

6

RAMARS in Grids – RamarsAuthZ operations 
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RAMARS in Grids – Testbed for performance 
evaluation 

Shibboleth IdP
LDAP

RamarsAuthZ

Grid Client

Proxy 
Generator

Grid DRS

Pentium IV 1GB, 
2.8GHz

FC4

Pentium IV 
512MB, 2.8GHz

WinXP

Pentium IV 512MB, 2.8GHz
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Pentium M 512MB, 1.8GHz
WinXP

Tproxy

Tinvo Tsaml

Tpolicy

Teval
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Problem statement (revisited) 

!  Information sharing in ad-hoc collaboration is 
always conditional, and needs to be highly 
controlled. 

!  Approaches 
– Secure sharing in Grids and Cloud 

•  Effective access control framework [1] 
•  Dynamic audit services [2] 
•  Policy composition and schema integration 

– Policy analysis for assurance  [3] [4] 
– Risk-aware network assurance [5] 
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Thank you! 

 
Looking forward to collaborating with you!! 
 
http://sefcom.asu.edu 
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